
 
 
 
 
 
 
 
 
 
 
 

 
Ideacellular SQL Injection 

vulnerability in  
Corporate Account Login 

 
 
 
 
 

Author: Aseem Jakhar 
Email: null@null.co.in 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Organization 
Idea Cellular, Aditya Birla Group 
Idea cellular is one of the telecom giants in India. 
Website: http://ideacellular.com 
 
 

 
 
Problem 
Sql injection vulnerability in Corporate Account Login 
 
 

 
 
Disclosure Timeline 
Reported: 17th March 2009 
Fixed:       23rd March 2009 
 
 
 
 

Credits 
Found By: Aseem Jakhar  
Reported By: Aseem jakhar 
http://null.co.in 
 
 
 
 

Problem Description 
There was a sql injection vulnerability in the corporate Account login on the 
ideacellular.com website. They were doing client side validations only, which could be 
easily bypassed. It could lead to unauthorized access and database manipulation. 
 
 
 
 
 
 
 
 
 



Proof of Concept 
 
Normal Login Attempt With Invalid Corporate Account  ID 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Result of Normal Login Attempt With Invalid Corpora te Account ID 
 
It reports “Invalid Corporate ID” which is again a security issue as it can be enumerated 
for user accounts. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



Login Attempt with only single quote 
The site does client side validation only and using firebug one can easily remove the 
validation code and try to login. 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 



Result of Single Quote Login after bypassing client side validation 
Server side exception occurred. 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



Server side Exception continued…. 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



SQL Injection on login (and bypassing client side validation) 
Firebug section in the bottom shows how easy it is to remove the client side validation 
code 
 
 
 

 
 
 
 
 
 
 
 
 



Successful Login via SQL Injection 
 
 
 
 
 

 
 
 
 


