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Organization

Idea Cellular, Aditya Birla Group

Idea cellular is one of the telecom giants in India
Website: http://ideacellular.com

Problem
Sql injection vulnerability in Corporate Accountdia

Disclosure Timeline
Reported: 17th March 2009
Fixed: 23rd March 2009

Credits

Found By: Aseem Jakhar
Reported By: Aseem jakhar
http://null.co.in

Problem Description

There was a sql injection vulnerability in the aongte Account login on the
ideacellular.conwebsite. They were doing client side validation/pwhich could be
easily bypassed. It could lead to unauthorizedsscaad database manipulation.




Proof of Concept
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YOU ARE THE VOICE

Share your opinion and make a change.
www.bythepeople.in

Click here to share your opinion now.

2 Voice Services
Business Application

GPRS Application Home »= Copomle User

Customized Solution

Welcome to the enhanced experience specially created for Idea corporate customers. Now you can
putin your requests, contact your relationship manager in Idea at the click of a mouse. Just log in
with your corporate id and password

In case you are looking for a new corporate cuslomer lor your organization, please browse the
services that we offer for our corporate customers

Account No 9881287459

Password

Submit Reset

Register for existing corp user

New corp connection enquiry
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Result of Normal Login Attempt With Invalid Corpora te Account ID

It reports “Invalid Corporate ID” which is agairsacurity issue as it can be enumerated
for user accounts.
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Customized Solution

Welcome to the enhanced experisnce specially created for ldsa corporate customers, Now you can
put in your requests, contact your relationship manager in Idea at the click of a mouse. Just log in
with your corporate id and password.

In case you are looking for a new corporate customer for your organization, please browse the
services that we offer for our corporate customers.
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Login Attempt with only single quote
The site does client side validation only and udirepug one can easily remove the

validation code and try to login.
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Result of Single Quote Login after bypassing cliergide validation
Server side exception occurred.
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Page Flow Error - Unresolvable Forward

Page Flow: /IDEA/user/corporateUser/CorporateUsers.jpf
Action: |submitLogin

Forward: |exception

Unable fo find a forward named exception on action submitLogin.

Page Flow Error - Unresolvable Forward

Page Flow: /IDEA/user/corporateUser/CorporateUsers.jpf
Action: submitLogin

Forward: |exception

Unable to find a forward named exception on action submitLogin.

Page Flow Error - Unresolvable Forward

Page Flow: /IDEA/user/corporateUser/CorporateUsers.jpf
Action: |submitLogin

Forward: |exception

Unable fo find a forward named exception on action submitLogin.
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Server side Exception continued....
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SQL Injection on login (and bypassing client side alidation)
Firebug section in the bottom shows how easytih iImove the client side validation
code
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Successful Login via SQL Injection



